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MEMORARDUM FOR:  Director of Communications
Urecoor of Data Processing
Hrector of Finance
Mrector of Logistics
Hivctor of 4dical Services
HMrecior of Perssonnel
Mrector of Security
Drector of Training
chiet. Infomaation and Privacy “caff, DOv
civlef, Buduet Staff, DDA
Chinf, History Staff, DDA
Chlef. Management and Assessrent Staff, DDA
Chief, bqual Esnloyment Opportunity Staff, DDA
Chilef, Lareer tlanagemant Staff. 00A

£ DM + Jolws F, EBlake
Deinity Director for Administrati-n
5 sdely Sensitive Docuwent Coutrol
REFLRENCE o DLl e dtd ¥ Sen 74, sase sueiect {LR 78-2534/1)

1. In estaidlisatne new systems for seqgrenating and controllieg
ur tighly sensitiv: inforsation, 4t {s important that we recognize
we are afiresting a records ranagement probles as weéll as a security
problem. We have acirioved wmuch in recen® years toward developing an
orderly system of racords in the Directorate, and 1t s essential
that we not destrov tie Intecrity of our records systesms and records
schadiiles,

2. 1 have requosted that the Information Systewss Analysis Staff
{ISAS) take the initiative to ensure that Recorys Manacement Officers

ars involved from the outset in establishing our new sensitive docwmunt

control systams., To facilitate coordination of the security and
records manajament aspects of this process. please submit the name
of the person who will be involved with the security requirerents
vithin your area to thes Chifef, Pecords Administration Branch (RAB),
1SAS, by 248 September 1974, RAB will notify tufs fndividual and
sour Records Mamajerent Officer of the time and place for the {ntifal
weeting to coordirate the Directorate’s Installatiocn of sensicive
docurwnt controls. [hese contrels will be establishad as outlined
tn the followina pars:raph.
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SUBJECT: Sensitive Document Coatrol

3. The catejories of information requiring spacial coatrol hawe
teatatively been {dentified in your response to the raquiremant ia
paragraph 3 of the reference. From this startiny point, fn accordance
with paragraph 4 of the refarence, ws should accosplish the following
by 1 Novembar 1974:

a. Except as provided in b below, segregate all of the
collateral Tep Secret and othar documents judgad to requirs speclal
control, im specifically designated safes er vaults.

b. uhere working requirements make seyregation per
paragraph a impracticable, fdantify the category of {aforwation,
briefly describe the reascns why document segragation 13 ispossible,
and dascribe the alternate arrangarents to protect the information.

c. For each collection of highly sensitive tnformation,
identify a custodfan and altarnate custedian who have been formally
tasked to meintain continual control over the individual sensitive
documents.

d. Prepars written procedures goverain; access o all suchk
collections of sensitive information.

RAB will provide appropriate gufdance and instructions for accosplishing
thase steps.

4. One aspect of our approach to sensitive document control mey
also tie in with our efforts to implement Executive Order 12065,
hational Security Informatfon, by 1 Decamber 1978. The Emecutive
Jrder specifies that the classification designation "Top Secret” ba
applied only to information “the unauthorized disclosure of which
reasonably could be expected to cause axcaptionally grave damage to
the aatisnal security.” As we identify our hichly sensitive {nformation,
we may als0 be identifyiny that informatiea which is truly Top Secret.
Thereforse, 1t may be helpful to provide data on the catsgeries of
information that have been identified as requiring special contvel
to the individuals who are devsloping the Classification Suides
required by £0 12065,

/& Jobn F Blake
John F. Blake

cc: C/154A3
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Distributfon:
1 - Each Addressee
1 ~ DDA Subject
1 - DDA Chrano
b - AL/0DA
AN
- Ject: Agency Records Management Program/
Sensitiy ' ‘
1 - RAS Chros ve Docusent Control

(
STAT DOA/1 SASIRAq (22 Septemter 1578)
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